MpunoxexHne N 2

MH®OPMALIMOHHAA NMAMATKA
017 OBYHAKOLWNXCA A1A PASMELLEHNA
HA O®NLUNAJIBHBIX NHTEPHET-PECYPCAX

C KaxabiM rogoM MOJSIOLAEXM B MHTEPHETE CTaHOBUTLCHA 60/blle, a WKObHUKN OAHN U3 caMbIX
aKTMBHbIX MoNb3oBartenein PyHeta. Mexay Tem, MNOMMMO OFPOMHOrO KojnuM4yecTBa BO3MOXHOCTEW,
MHTEPHET HeceT n I'IpO6I'IeMbI. OTa namsaTKa 40/HKHa NOMOYb Tebe 6e3onacHo HaxoanTbCA B CETU.

KomnbloTepHble BUPYCbI

KoMnbloTEpHBbIA BUPYC - 3TO pPasHOBMAHOCTb KOMMbIOTEPHbIX MpPOrpamMMm, OT/IMYUTENbHOW
0COBEHHOCTbIO KOTOPOI SIBNSIETCS CMOCOGHOCTb K Pa3MHOXEHMWI0. B AOMNONHEHME K 3TOMY, BMPYCbl MOTYT
noBpeAnTb WAM MNOJSIHOCTBID YHWUTOXWUTL BCE (paiifibl U AaHHble, MOAKOHTPOJIbHbIE MOMb30BaTENo, OT
MMEHM KOTOpOro Gbina 3anylieHa 3apadkeHHas nporpaMma, a Takke MOBPeAuTb WM AaXe YHUUTOXUTb
onepauuoHHyl0 CUCTEMY CO BCeMU paiiiamu B LEe/oM. B GOMbLIMHCTBE C/lyyaeB pacrnpoCcTpaHsioTcs
BUPYCbI Uepes VHTEpHET.

MeTofbl 3alMTbl OT BPEAOHOCHLIX MPOrpaMm:

1. Vicnonb3yil coBpeMeHHble onepauyoHHble CUCTEMbI, UMEILNE Cepbe3Hbllii YpoBEHb 3aliuTbl OT
BPELOHOCHbIX NPOrpamm;

2. MocTosiHHO ycTaHaBnuMBaii naytm  (UMCppoBble  3anniaTkM, KOTopble  aBTOMATUYECKU
ycTaHaB/MBAlOTCA C Uefblo [0paboTKM NporpaMMbl) W ApyrMe OGHOBMEHWS CBOEN onepaLyoHHON
cuctembl. CkaumBaii MX TONbKO C oduumanbHoro calita paspaboTtumka OC. ECiM cywecTBYeT Pexum
aBTOMAaTMYeCKOro 06HOB/IEHUS, BK/OYMN €rO;

3. Pab6oTail Ha CBoeM KoMMbloTepe Moj npaBaMu Mo/b30BaTesisl, a He afMUHMCTpaTopa. 3TO He
MO3BO/UT GONBLIMHCTBY BPEAOHOCHBIX MPOrpaMm WHCTa/IMPOBATLCA Ha TBOEM MNepCOoHa/IbHOM
KOMMNbIOTEPE;

4. Wcnonb3yil aHTUBUPYCHble MpOrpamMMHbie  MNPOAYKTbl  W3BECTHbIX MNpPoOU3BOAMTENENR, C
aBTOMaTUYeCckuM O0OHOBNEeHnem 6a3;

5. OrpaHnyb (PU3NYECKNii AOCTYN K KOMMbIOTEPY A/ MOCTOPOHHUX NNL;

6. Mcnonb3yil BHelHWe HoCUTeNnu WHopMauunu, Takue Kak dprewka, guck win daiin un3
WHTEpHEeTa, TO/IbKO U3 NPOBEPEHHbIX NCTOYHNKOB;

7. He oTkpbiBail KoMMblOTEpHblE alinbl, MOMY4YEHHblE M3 HEHaAEeXHbIX WCTOYHWUKOB. [axe Te
thaiinbl, KoTOpble NMpUC/an TBOW 3HAKOMBIiA. Jlydlle YyTOYHW y Hero, oTNpaB/ss fin oH Te6e WX

Cetnt WI-FI

Wi-Fi - 3To He BuA nepegayn daHHbIX, HE TEXHO/OrMA, a Bcero nmwb 6peHa, mapka. Ewe B 1991
rogy HugepnaHgckas komnaHus 3apermctpupoBana 6peHpg "WECA", yto 0603Havano croBocoyeTaHue
"Wireless Fidelity", koTopblli nepeBoguTcsa Kak "6ecnpoBoHasi TOYHOCTL".

[o Hawero BpemeHu gowna gpyras abbpesnatypa, koTopas SABASETCHA Takol Xe TexHOSorune.
OT0 ab6peBmnatypa "Wi-Fi". Takoe HasBaHuWe Obl/I0 gAaHO C HAMEKOM Ha CTaHAapT BbICLLUEN 3BYKOBOWA
TexHukn Hi-Fi, 4To B nepeBoje 03HayaeT "BblCOKasi TOYHOCTL".

[a, 6ecnnaTHblii WHTEpHET-AOCTYNn B Kadpe, OTensix U asponopTax SBAAETCS OT/IUYHOIA
BO3MOXHOCTbIO BbIXO[a B UHTEPHET. Ho MHOrMe aKcnepTbl CUMTAlOT, YTO 06LefocTynHble Wi-Fi cetn He
ABnATCA 6e30nacHbIMU.

CoBeTbl N0 6e30nacHOCTM paboTbl B 06WeA0CTyNHbIX ceTax Wi-fi:

1. He nepepgaBaii cBOK NN4YHYO MHOpMaumno vyepes obuwenoctynHole Wi-Fi cetn. PaboTtas B HuX,
XenaTtesibHO He BBOAMTb Maponu AoCTyna, NOrnHbl U Kakue-To HoMepa,;

2. Wcnonb3yidi ¥ OGHOBAS aHTUBMPYCHble nMporpammbl ¥ 6GpaHgmayep. Tem cambiM  Tbl
o6e3onacullb cebs OT 3aKayky BUpyca Ha TBOe YCTPOICTBO;



3. Mpu ncnonb3oBaHun Wi-Fi oTkAoumn yHKumnio "O6LWwmnin goctyn K dainam u npuHtepam”. JaHHas
hyHKUMS 3aKpbiTa MO YMOMYaHUIO, OAHAKO HEKOTOpble MO/b30BaTe/iM akTUBUPYKT ee Ans yaobcTBa
MCNosib30BaHNs B paboTe unm yyebe;

4. He wucnonb3yii ny6nuuHbii WI-FI gna nepegaun NWYHbIX AaHHbIX, Hanpuvmep AN Bbixoga B
couuasibHble CETU WM B 3/IEKTPOHHYIO NOUYTY;

5. Ncnonb3yii TONbKO 3aluuieHHoe coegnHeHne yepes HTTPS, a He HTTP, 1.e. npn Habope Be6-
agpeca BBOAM MMeHHO "https://";

6. B mobunbHom TesnetpoHe oTkNwuUM yHkumo "TogkntoueHne k Wi-Fi aBTomatunyeckn”. He
Jonyckal aBToMaTU4ecKoro noAkUYeHns ycTpoicTea k cetam Wi-Fi 6e3 TBoero corsacusi.

CounanbHble cetTn

CoumnanbHble ceTM aKTMBHO BXOAAT B Hally XW3Hb, MHOrMe nwau pabotawT U XMBYT TaMm
nocTosiHHo, a B Facebook yxe 3apeructpupoBaH MWAMapA YefioBeK, UTO SIBASETCS OHOW cefbMoi
BCEX XuTeneli nnaHeTtbl. MHOrMe Mosb30BaTeNM HE MOHMMAT, YTO MHOpMaUWs, pa3MeLleHHass UMK B
coumasbHbIX CEeTSAX, MOXET OblTb HaAeHa M UCMO/b30BaHa KeM YrogHo, B TOM 4uMc/ie He 06s3aTesibHO C
6narMn HamepeHnsaMM.

OCHOBHbIE COBEThI N0 6€30MaCHOCTU B COLMASIbHBIX CETSIX:
1. OrpaHnyb CNUCOK Apy3ei. Y Tebs B Apy3bsaX He AO/MKHO 6biTb CAyvaiHbIX U HE3HAKOMbIX JIIOAEN;

2. 3awuliain cBOK 4YacCTHYIO XW3Hb. He ykasbiBail naponu, TenedgoHbl, agpeca, Aaty TBOEro
POXAEHVS 1 APYTYI0 JIMYHYI0 MHGOPMaLMo. 3M0YMbIWAIEHHWUKA MOTYT MCMO/b30BaTh Aaxe UH(opMaLuio
0 TOM, KaK Tbl U TBOU POAUTENN MMAHMPYEeTe MPOBECTU KaHUKYSIbI;

3. 3awmwaii cBol penyTauuio - 4epXn ee B UMCTOTe U 3afaBali ce6e Bonpoc: XoTesn Gbl Tbl, YTOGLI
Apyrve nonb3oBaTeny BuAeNu, uTo Tbl 3arpyxaewb? logymaii, npexae uem 4TO-TO Ony6/NKOBaTh,
HanucaTb U 3arpysuTb;

4. Ecnm Tbl TOBOPWLLbL C JIOAbMU, KOTOPbIX He 3Haelb, He WCNO/Mb3yii CBOe peasibHoe WM 1
APYTYIO IMYHYI0 MHGIOPMAaLMK: UMS, MECTO XUTEe/IbCTBa, MecTo yuebbl 1 Npouee;

5. N3berait pasmeweHuss dotorpacmini B NHTEpHeTe, rae Tbl M306paKeH Ha MEeCTHOCTW, No
KOTOPOW MOXHO ornpefenutb TBOe MECTOMNOJIOXEHNE,;

6. [lMpu perucTpaumm B counasibHOM ceT Heob6Xo4MMO WCMOJb30BaTb C/IOXHbIE Naposin,
cocTosilme 13 6yKB M UMp M C KONMYECTBOM 3HAKOB He MeHee §;

7. Ona counanbHoii ceTu, MoYThbl W APYrMX CaiiToB Heo6XoAMMO MCMO/b30BaThb pasHbie Naposu.
Torga ecnu Te6s1 B3/1IOMAIOT, TO 3/10YMbILUI/IEHHUKM NOJyYaT AOCTYN TOMbKO K OHOMY MeCTy, a He BO BCe
cpasy.

ONEeKTPOHHbIE AeHbIn

3}'IeKTpOHHbIe AEeHbIN - 3TO OYeHb y/.'l.OﬁHbIVI cnocob6 nnarexen, OJHaKo CyLecCTBYHOT MOLUEHHUKN,
KOTOpPbIE XOTAT NO/YYUTb 3TN OAEHbLIN.

3ﬂeKTpOHHbIe AEHbIM NOABU/INCbL COBCEM HegaBHO N MMEHHO KM3-3a 3TON0 BO MHOIMX rocygapcrtBax
A0 CUX Nnop He nponncaHo npo HMX B 3aKOHaX.

B Poccun xe OHU (PYHKLUMOHUPYIOT M O HUX YXe NPONMcaHo B 3aKOoHe, FAe WX pasgensitoT Ha
HEeCKO/IbKO BWUAOB - aHOHWMHbIE U HE aHOHUMHble. PasHUUA B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOpPbIX
paspellaeTcsl NpoBOAWTL onepauMn 6e3 UAEeHTUUKaAUMM Nonb3oBaTenis, a B  HeaHOHWMHbIX
NaeHTUgVKaUUs nofb3oBaTesisl ABNsSeTCs 0653aTesNbHON.

Takxe cnefyeT pasnunuyaTb 3/1€KTPOHHbIE DUaTHbIe AeHbrv (PaBHbl TOCYAApPCTBEHHLIM BaslloTam) u
3/TeKTPOHHbIE HeduaTHble AeHbIN (He paBHbl rOCYAAPCTBEHHLIM BasilOTaMm).

OCHOBHbIE COBETHLI M0 6e30nacHoli paboTe C 3NEKTPOHHLIMU AeHbramu:

1. MpuBsHKM K cHETY MOOBW/bHbLI Tenned@OH. ITO caMblii YA006HbI U BbICTPbIA CNOCO6 BOCCTAHOBUTH



gocTtyn K cuety. [MpuBA3aHHbI TenedoH MNOMOXeT, ecnn 3abyfellb CBOW NiaTeXHbli Naponb wam
3alifiellb Ha cailT C HE3HAKOMOro YCTPOMNCTBA,;

2. Wcnonb3yii ogHopasoBble naponu. Mocne nepexofa Ha YCUMEHHY aBTopu3auuio Tebe yxe He
GyAeT YyrpoXxaTb OMacHOCTb KpaXu WM nepexeaTta naaTexHoro naposns;

3. Bblbepy CnoXHbIA naponb. [lpecTynHMkaM 6yAeT He MpocTo yrajaTb CAOXHbIA Naposb.
HapexHble naponn - aTo naposaun, KoTopble codepxaT He MeHee 8 3HaKOB W BKIOYAKT B cebs CTPOUHbIe
W NponucHble OyKBbl, UWMIPbI W HECKONbKO CUMBOJSIOB, TakMe Kak 3HaK pgonnapa, QyHTa,
BOCK/MUATE/bHbIA 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NNYHbIE faHHble Ha caiTax, KOTOpbIM He foBepsiellb.

OeKTpoHHaaA noyta

DNeKTpoHHasi noyta - 3TO TEXHOMOrMs W NPeAoCTaB/IsieMble €10 YCAyrn Mo Nepecbisike U
MOMYYEHUIO 3NIEKTPOHHbLIX COOGLLEHWIA, KOTOpble pacnpeAensioTcs B KOMMbOTEpPHOW ceTn. OB6bIYHO
3NTEKTPOHHBIA  MOYTOBbLIA SWMK BbLIMIAAWT chegylowyM o6pa3oM: UMS_No/b3oBaTens@uUMs_AoMeHa.
Takxe Kpome nepefadyun NpocToro TekcTa, MMeeTcsl BO3MOXHOCTb nepeAaBath (daisibl.

OCHOBHble COBETbI M0 6e30MnacHoli paboTe ¢ 3/1eKTPOHHOI NOYTON:

1. Hago BbiGpaTb MNpaBW/bHLIA MOYTOBLI CcepBUC. B WHTepHETe ecTb OrpOMHbI  BblGOp
GecnnaTHbIX NOUYTOBbLIX CEPBUCOB, OAHAKO flydlle [OBEepPsiTb TEM, KOr0 3HAEllb W KTO NEPBbLI B peiTuHre;

2. He ykasbiBali B JIMYHOW MOYTE JIMYHYKO WHopMauuo. Hanpumep, nydwe Bbi6paTtb
"My3blKasibHbI_thaHaTt@" nnmn "pok2013" BmecTo "Temal3l";

3. Wcnonb3yil aByxaTanHyl aBTopu3auui. IDTO Korga MNOMUMO Maposisi HYXXHO BBOAMTbL KOA,
npucbinaembiii no SMS;

4. Bblbepy CNoxHblli naponb. [N KaxAoro NouyTOBOrO siliMKa AO/DKEH OblTb CBOW HafeXHbIN,
YCTOAUMBBLIA K B3/IOMY Naposib;

5. Ecnv ecTb BO3MOXHOCTb HanucaTb CamMoOMYy CBOW NNYHbIA BOMPOC, WCMOMb3Yit 3Ty BO3MOXHOCTb;
6. VIcnonb3yil HECKoNbKO MOYTOBLIX SALMKOB. MepBblii ANs 4acTHOM Nepenucku ¢ agpecaTamu,
KOTOpbIM Tbl AOBepsiellb. 3TO 3/EKTPOHHbIM afpec He Hago MChofib3oBaTb MpU PerncTpauuy  Ha

dhopymax u caiitax;

7. He oTkpbiBaii haiinibl v Apyrue BOXKEHWSI B MUCbMAXx, AaXe €C/i OHW MPULLN OT TBOWX ApY3eii.
Jlyyle yTOUHU Yy HKX, OTNPAB/ISAN M OHU Tebe 3TU haiinbl;

8. Mocne okoHYaHMA paboTbl Ha MOYTOBOM CeEPBUCE Mepes 3akpbiTMEM BKIAAKM C caliToM He
3abyab HaxaTb Ha "BbIiTK".

Kn6epbynsimHr unu BUpTyasibHOe U3AeBaTeIbCTBO

Kn6epbynnuHr - npecrefoBaHne COOBLEHUSMU, CcoaepXallMMu OoCKop6/ieHusi, arpeccuio,
3anyrmBaHue; Xy/IMraHcTBO; couuanibHoe 60MKOTUPOBaHUE C MOMOLLLI0 PasfINUYHbIX MHTEPHET-CEPBUCOB.

OCHOBHble cOBeTbl N0 60pb6e € KN6epbyNHIOM:

1. He 6pocaiica B 60i1. Jlyqwnin cnocob: NOCOBETOBATLCS Kak cebs BECTM W, €C/M HET TOro, K KoMy
MOXHO 06paTuTbCsi, TO BHauYasle YCNOKOWTbCHA. EcnyM Tbl HauyHelwb OTBeYaTb OCKOPO/EHUSMU Ha
0CKop6NeHmns, TO TOMbKO ele 60/blle pasoxxKellb KOHQINKT;

2. YnpaBnsii cBoel knbeppenytauyunei;

3. AHOHMUMHOCTb B CETU MHUMas. CyLIJ'ECTBy}OT CMOoCOo6bl BbIICHUTbL, KTO CTOUT 3a @aHOHWMHbIM
aKKayHTOM;

4. He cTOUT BECTU XynWraHCKuii 06pa3 BUPTYaslbHON XU3HW. WHTepHeT uKcuMpyeT Bce TBOU
[eicTBus 1 coxpaHaeT vx. YaanuTb nx 6yaeT KpaliHe 3aTpyAHUTENbHO;

5. Co6ntogaii cBO BMPTyasibHYO YecTb CMOJOAY;



6. WrHopvpyin eauHWUHbIA HeraTuB. OfHOpa3oBble OCKOPGUTENbHbIE COOGLEHUA  fyylle
UrHopmpoBaTb. O6bIYHO arpeccusi NpekpallaeTca Ha HayaslbHOW CTaauu;

7. BbaH arpeccopa. B nporpammax o6mMeHa MIHOBEHHbIMU COOGLUEHUAMW, B COLMA/bHLIX CETSX
€CTb BO3MOXHOCTb G/I0KMPOBKIU OTNPAaBKX COOGLLEHUI C OnpeaesieHHbIX afpecos;

8. Ecnn Tbl cBUAeTeNb KuGepGynnuHra. TBOM AeiicTBUA: BbICTYNUTb NPOTUB npecfefoBaTesns,
nokasaTtb €My, 4YTO €ero AeliCTBMSI OLEeHMBAlOTCS HeraTMBHO, MoAAepXaTb XEepTBY, KOTOPOi HyXHa
ncuxosiornyeckas NoOMoLLb, COO6LLMTL B3POC/bIM O (hakTe arpeccUBHOrO NOBeAEeHNs B CETU.

Mo6GWIbHBIV TenedoH

CoBpeMeHHble cMapTOHbl X NMaHWeTbl coAepXaT B ce6e BMosiHe B3pOC/blii (OyHKUMOHA, U
Tenepb OHM MOTYT KOHKYPMPOBaTb CO CTauMOHApHbIMK KOMMbloTepamu. OfHAaKo, CpeAcTB 3aluTbl Afs
noAo6HbIX YCTPOIUCTB Noka oYeHb Masio. TecTupoBaHWe U MOUCK YSI3BUMOCTE B HUX MPOUCXOAUT He Tak
MHTEHCUBHO, Kak ansa MK, To e camoe KacaeTcsi U MOGWU/IbHBIX MPUITOXEHWIA.

CoBpeMeHHble MOGU/IbHbIE 6Gpay3epbl ye MPaKTUYecKW [OTHa/IM HACTOfIbHble aHanoruM, OAHaKo
paclumpeHne yHKLMOHAaNa BieYeT 3a Co60i 60/bLUIYI0 CMIOXHOCTL M MEHbLUYIO 3aLLMLLEHHOCTD.

[aneko He Bce MpoOM3BOAUTENM BbIMyCKalOT 0GHOB/IEHNS, 3aKpbIBAKOLME KPUTUYECKME YA3BMMOCTU
4N CBOUX YCTPOICTB.

OCHOBHble COBETbI A5 6e30nacHOCTM MO6UILHOrO TenedoHa:

Huyero He sBNsieTcs no-HacTosiieMy 6ecnnaTHbIM. ByfAb OCTOPOXeH, Befb Korga Tebe
npegnaratoT 6ecnnaTHblii KOHTEHT, B HEM MOTYT 6bITb CKPbITbl KaKne-To MaTHble YCNyru;

Oymaii, npexge uyem otnpaBuTb SMS, ¢doto wm Buaeo. Tbl TOYHO 3HaelWb, [Ae OHM 6yayT B
KOHEYHOM uTore?

Heo6xo4MmMo 06HOBASTL ONEpaLMOoHHY0 CUCTEMY TBOErO CMapToHa;
Mcnonb3yit aHTUBMPYCHbIE NporpaMMbl 4151 MOGU/bHBIX TeNeddOHOB;

He 3arpy>Ka|7| NPUI0XKEeHNA OT HEM3BECTHOIo UCTOYHUKa, BeAb OHW MOryT coAepXaTb BpegoHOCHOe
nporpaMmmMmHoe obecneyeHue;

Mocne Toro Kak Tbl Bbllifellb ¢ caiita, rge BBOAWA JIMUYHYIO WHOpMaUMIo, 3aiiM B HACTPOMKM
6paysepa 1 yganu cookies;

MNepuogunyeckun I'IpOBepFIVI, Kakmne nsiatHble yC/1Iyrm akKTmuBupoBaHbl Ha TBOEM HOMeEPE;

[aBaii cBoli Homep MO6WIbHOTO TenedoHa TOSIbKO JIOASM, KOTOPbIX Thbl 3HaEWb W KoMy
[oBepsiellb;

Bluetooth gomkeH GbiTb BbIKOYEH, KOrga Tl UM He Mofb3yellbesl. He 3a6biBali MHOrA4a NpoBepsiTh
aTo.

Online urpbl

CoBpeMeHHble OHMaliH-Urpbl - 3TO KpacouHble, 3axBaTbiBaloliMe pasBiedyeHusi, o6befnHsiolme
COTHU TbICSIY YeNIOBEK MO BCEMY MUpY. MIrpokM MccneayloT AaHHbIA UM mup, o6LaoTCst ApYr C APYrom,
BbINOJIHSIOT 3a/laHnsl, CpaxalTcsl C MOHCTpPaMU U MosiyyaloT onbiT. 3a YAO0BOSILCTBME OHM NNATAT:
MOKynaloT ANUCK, OMslauynmBaloT aboHEMEHT UIN Npuo6peTatoT Kakue-To Onuuu.

Bce aTv cpeacTBa uayT Ha mogdepxaHue U pasBUTUE MUMpbl, a Takke Ha camy 6e30MacHOCTb:
COBEPLLEHCTBYIOTCS CUCTEMbl aBTOPM3aLWK, BbINyCcKAlOTCS HOBble natuu (UMpoBble 3annatkv Ans
nporpamm), 3aKpbIBaloTCSA YS3BUMOCTU CEpPBEPOB.

B nofo6HbIX Wrpax CTOWUT onacaTbCs HE CTO/IbKO CBOMX COMEPHUKOB, CKOJSIbKO Kpakm TBOEro
naposisi, Ha KOTOPOM OCHOBaHa cUcTemMa aBTopu3auuy GOMbLINHCTBA WMp.

OCHOBHble COBETbI N0 6€30MacHOCTU TBOEro MIPOBOro akkayHTa:

1. Ecnu gpyroit urpok BefdeT ceGsi NoXo WM co3gaeT Tebe HenpusiTHOCTM, 3a6/okupyli ero B



CMNCKe UTpPoKOB;

2. Toxanyiica agMuUHUCTpaTopam WIPbl Ha MJI0X0e MOBeAeHVWe 3TOr0 Wrpoka, XenateslbHo
MPUNOXNTb KakMe-To foka3aTesibCTBa B BUE CKPUHOB;

3. He yka3sbiBail nuuHyto nHopmauunio B npodpaine urpbl;
4. YBaxai Apyrux y4acTHUKOB N0 Urpe;

5. He yctaHaBnuBai HeouuunanbHble naTin n Moal;

6. Micnonb3yii cnoxHble 1 pa3Hble Napony;

7. Jaxe BO BpemMs Urpbl He CTOMT OTK/AKYaTb aHTUBMpYC. [Moka Tbl Urpaellb, TBOW KOMMblOTEp
MOryT 3apasnTb.

PULLNHT UNun KpaXka IMYHbIX OaHHbIX

OO6bI4HOI Kpaxeli AeHer M AOKYMEHTOB CerofHs YXe HUKOro He YyAMBWLWb, HO C pasBUTUEM
WHTEPHET-TEXHO/IOTUIA  3/IOYMbILLJIEHHUKM MNEPEMECTU/INCb B WHTEPHET, U NPOAO/IKAT 3aHUMMAaTbCS
"NnobumMbIM" genom.

Tak nosiBusiacb HoBasi yrpo3a: WHTEPHET-MOLUEHHMYEeCcTBa WM OULLUHL, [NaBHas Lefb KOTOPOro
COCTOUT B MOJTlyYEHMU KOHDUAEHUMANBbHbLIX [aHHbIX MOMb30BaTenei - nA0rMHOB U naponeil. Ha
aHrnuinickom fA3sbike phishing untaetcs kak dpywmnr (ot fishing - peibHasa noens, password - naposb).

OCHOBHble cOBETbI N0 60pb6e ¢ PULLNHIOM:

1. Cnegu 3a cBOMM akkayHTOM. Ecnu Tbl nopo3peBaellb, YTO TBOSI aHkeTa Oblla B3/iOMaHa, TO
Heo6xo4MMo 3a610KMpoBaTh €e U CoobWNTL agMUHUCTPaTopaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. Vcnonb3yii 6e3onacHble Be6-caliThl, B TOM UYUC/e, UHTEPHET-Mara3uHoB U MOUCKOBbIX CUCTEM,;

3. Vcnonb3yili CNoxHble W pasHble naponu. Takum o6pas3oM, ecnu Tebs B3/oMatT, TO
3/10YMbILWNIEHHVKM NOMyYaT AOCTYN TOMIbKO K O4HOMY TBOEMY Mpodouio B CETH, a HE KO BCEM;

4. Ecnm Teb6sA B3nomanu, TO HeobxoAuMO npeaynpeauTb BCEX CBOUX 3HAKOMbIX, KOTOpble
pob6aBneHbl y Tebsi B Apy3bsiXx, O TOM, 4YTO TebGs B3/OManuM 1, BO3MOXHO, OT TBOEro UMeHu 6yaer
paccbinaTbcsl cnam u CCbIIKM Ha (OULLUHIOBbIE CaThl;

5. YcTaHoBM HagexHbiit naponb (PIN) Ha MOGUNbLHBIN TenedoH;

6. OTKNIOUM coxpaHeHne napons B 6paysepe;

7. He oTKpbliBaii chaiinibl 1 gpyrue BAOXEHUSI B MUCbMaXx, AaXKe eCn OHW MPULAN OT TBOUX ApY3eil.
Jlydie yTOUHW y HUX, OTNPABASAAN NI OHK Te6e 3Tu dhaiinbl.

LindopoBast penyTauus

LincbpoBas penytaums - I3TO HeratMBHas WM NO3UTUBHaA WHopMaums B ceTm o Tebe.
KomnpomeTupyowas uHopmaumsa, pasMelleHHas B WHTepHeTe, MOXeT Ccepbe3HbiM o0bpas3om
OTpasnTbCs Ha TBOE peanbHON XM3HWU. “LindpoBas penytaums” - 3TO TBOM UMUOXK, KOTOPbI

dhopmupyeTtcsa 13 nHpopmaymm o Tebe B UHTEPHETE.

TBOE MECTO XWUTeNbCTBa, y4vyebbl, TBOE (HMHAHCOBOE MOJIOXKEHME, OCOOGEHHOCTM XapakTtepa U
pacckasbl 0 6/IM3KNX - BCE 3TO Hakan/MBaeTCsl B CETU.

MHorve noApoCTKM JIETKOMBIC/IEHHO OTHOCSATCS K My6auKauuy IMYHON MHopmauun B UHTepHeTe,
HEe MOHMMasi BO3MOXHbIX MOCNeACTBuiA. Thbl Jae He CMOXelb forafjaTtbCcsi 0 TOM, 4To choTorpadus,
pasmelleHHas 5 neT Has3ag, ctasla NPUYMHOI oTKasa NPUHATL Tebs Ha pa6oTy.

KomMmeHTapuu, pasmelleHue TBOMX dpoTorpadouii U gpyrme AelcTBUA MOryT HE WUCYE3HYTb Aaxe
nocne TOro, Kak Tbl UX yAanulb. Tbl HE 3Haellb, KTO COXpaHun 3Ty MHgopmauuio, nonasa /v OHa B
MOMCKOBbIE CUCTEMbI W COXpaHunacb /i1 OHa, a [flaBHOe: YTO MNoAymaloT 0 Tebe okpyxawline noau,
KOTOpble HalayT ¥ yBUAAT 3T0. HailTn nHdopmaumio MHOro NeT CNycTs CMOXeT /6ol - Kak 13 Ao6pbix
no6yXaeHuli, Tak U C HAMEePEHMEM MPUUYUHUTL Bpeg. ITO MOXET ObiTb KTO YrOAHO.



OCHOBHble COBETbI M0 3aluTe LUugpoBon penytaumu:

1. Mopymali, npexae yem 4To-TO Ny6/MKOBaTb W NepefaBaTtb y ce6si B 6510re Uam B coumasibHol
cety;

2. B HacTpoiikax npotuas ycTaHOBM OrpaHWyYeHWss Ha NPOCMOTP TBOEro npoduns u ero
COAEepXMMOro, caenan ero Tobko "ANnsa apysen”;

3. He pasmewain n He ykasbiBali WHGOpPMaLMIO, KOTOpas MOXeT KOro-nmbo ockopbnAaTb wam
obmxartb.

ABTOpCKOE NpaBo

COBDEMeHHbIe LUKO/IbHUKN - aKTUBHbIE MNOJIb30BaTEN LI.VICprBOFO npocTpaHCTBa. O,D,HaKO Aasieko
He BCe 3HaloT, YTO Nosib3oBaHNe MHOIrMMM BO3MOXHOCTAMU LI,I/I(*JpOBOFO Mupa Tpe6yeT CO6I'|P0,C|,€HI/IF| npas
Ha UHTEeNNEKTya/IbHYIO COBCTBEHHOCTb.

TepMUH "MHTeNNeKTyasibHas COGCTBEHHOCTb" OTHOCUTCA K Pas/iMyHbIM TBOPEHMSM UYe/I0BEYECKOro
yMa, HauMHasi C HOBbIX M306pPETeHNn 1 3HaKoB, 0603HAYaLWMX COGCTBEHHOCTL Ha MPOAYKTbI U YCIyru, W
3aKaHuMBasi KHUramm, oTorpadousiMm, KMHOUALMaMU U My3blKa/TbHbIMU MPOU3BEAEHUSIMU.

ABTOpCKME MpaBa - 3TO MpaBa Ha WHTE/NEKTyasibHyl0 COOGCTBEHHOCTb HA MPOM3BELEHMWS Hayku,
nuTepatypbl U UWcKyccTBa. ABTOpPCKME MpaBa BbICTYNalT B KauyecTBe rapaHTum TOro, u4TO
VHTENNEeKTyaNbHbIR/TBOpUECKNiA Tpya aBTopa He 6ygeT HanpacHbiM, AacT emy crnpaBef/vBble
BO3MOXHOCTM 3apaboTaTb Ha pe3yfibTaTax CBOEro TpyAa, MoyunTb W3BECTHOCTb M Mpu3HaHue. HukTo
6e3 paspelleHusi aBTOpa He MOXEeT BOCNPOU3BOAUTL E€ro MNpPov3BEAEHWe, PacnpocTpaHsiTb, Ny6/UYHO
[EeMOHCTpMpoBaTb, npogasaTb, WMMOPTUpPOBATb, MNyckaTb B  MpokaT, Ny6/MYHO  UCMONHAT,
MoKasblBaTb/MCNOMHATL B adhupe WM pasMellatb B VIHTepHeTe.

Vicnonb3oBaHue "nupartckoro” nporpaMmmMHoro obecnevyeHnss Moxet npuBECTN K MHOTMM puUCKam: OT
noTtepun gaHHbIX K TBOMM akKkayHTamM A0 6I'IOKI/IpOBKI/I TBOEro yCTpOI‘/JICTBa, roe yCtaHoB/1eHa HesierasibHad
nporpamma. He cTouT Takxe 3abbiBaTb, 4TO CylweCTBYOT JierajibHble W” 6ecnnaTtHble nporpamMmmbl,
KOTOpPbIE MOXHO HaliTu B ceTu.

O noptane

CeTeBMYOK.p - TBOI FNaBHbLI COBETUMK B CETU. 3[eCb Tbl MOXeEllb y3HaTb O 6€30MacHOCTU B CETU
MOHSITHBIM U AOCTYMHbIM 3bIKOM, @ MPU BO3HWKHOBEHUW KPUTUYECKON cuTyaumum o6paTtuTbCs 3a COBETOM.
A TakKe NMPUHSATL yyacThe B KOHKypcax U cTaTb CaMbiM LUGIPOBLIM TpadkgaHUHOM!



